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401 Security Solution Expert x 2
402 Cloud Solution Expert x 3
301b LTM Specialist x 8

302 DNS Specialist x 6

303 ASM Specialist x 3

304 APM Specialist x 4

NGINX Management x 1

v 4

/

3 | | NGINX Configure: Knowledge x 1
2
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NI ZXAVIRIRE (UDFIRIR)
https://udf.f5.com

FIAFIA

https://20110926.fs1.hubspotusercontent-

nal.net/hubfs/20110926/%E9%85%8D%E5%B8%83%E8%B3%87%E6%96%99/UDF%E5%88%A9
%E7%94%A8%E6%89%8B%E9%A0%86 20240724%201.pdf
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“Invited Users” Z1&IRULFT ERUE1-Y-TO0J4/4>UFT

WELCOME TOTHE ‘@9 Unified Demonstration
[ &) Unified Demonstration Framework
Framework
ks V2
@ F5 Employees / Contractors
1-H-%
RRI—K

[ > Invited Users ]

JIAT—PFESENTIA?

FHO FESEETRLWTIMN?
ey

AT TS e
S AUL o ITE.
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ZERBEIDIL.\DIE L/ia_ /_I_:U:/_(: Agree big_
% SBRICEMEINTLVBRIGE IR RINEEA

e Welcome ttsuji

GOOGLE AUTHENTICATOR

Google Authenticator®/\Ad— RZAHDULET

Privacy Policy

Terms and Conditions

Cookie Policy

J—bZANDUFET

‘ AGREE & CONTINUE ’

ﬁEé}J \ Privacy Policy, Terms and Conditionsds =} Cookie Policy’x#EsR L.
"AGREE & CONTINUE"(CF T wIm AN CoOUw D
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—_—~, w3, g a)ah

No—=>2 - v 3 >oADOEN
BEFshcnwas kL ——>7 - -tzwv2 3> mERUT,
"LAUNCH"Z 21w 77

ag [8) course sessions &

Happening now
Fr
01 :::;m -:::;F;M JST BIG-IP LTM hands-on in Tokyo hitps:/TSnetworks zoom.us/|/6126548210 L Tetsuya TSUJI =] UNHEGISTE
My '
BIG-IP LTM hands-on in Tokyo

T Ends in 2 hours
hitpes/Snatworks. zoomuus/f 6126548210

External Access Enabled
Course Overview Tools

”JOi n"& {7 |_J \)) {7 landy-on course for tuniomens/partners in Jagan Manage S5H Kays

Instructors

Tetwrya TSU
W FS, Solutions Engineer 11
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DEPLOYMENT YJ%&RUET

IARTD system N FRA (CBRNITHERFT TTY

< fF DDCUMENTATION[ ¢ DEPLOYMENT ]

Endsin6h _— .
© Endsin & hours Deployment Description Course Overview

Leave Session P Your Deployment

F5 Products Subnets

ubuntu02

Ubuntu 20.04 LTS

> Management

10.1.1.0/24

DETAILS ACCESS DETAILS
> ubuntu03
Ubuntu 20.04 LTS
ACCESS DETAILS
> ubuntu_web
I} Ubuntu 20.04 LTS

ACCESS DETAILS

> docker_host

CentOsS7

ACCESS DETAILS
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UE—RNFRY M TIEE (oot Beyone

Windows2019_JumpBox @ Access ZiEiRU T
RDP OEIEY A X%&ERL T, RDP J7( L2470 >0—-RUES

> docker_host

CentOS 7

& 2o HITREE

ACCESS  DETAILS « v o ¥ PC» FUyO-F

EE - FLLWIANA-
> Windows2019_JumpBox

Windows Server 2019 Base v B pC -~ £E =EOE
ACCESS  DETAILS > B 30ATI17 BEEEl—F
> ¥ FovD-K
RDP > Ml FATRT
ubuntu01 JTTA
> Ubuntu 20.04 LTS 5 FEadvk
1600x1200 > &= E7Fv
IETAILS -
1440x900 > BT
» J5 1Tl W
1366x768
p ubuntu02-web 128051024 774 )L4&(N): | Tb6ea3eT-Bac 1-49c0-bBce-0c S4afff2f72.rdp
Ubuntu 20.04 LTS
1280x800 Ir v IL-DEE(T): ‘Remute Desktop Connection (*.rdp)
IET
800x600 |- TILS
~ JaS-DHRET
640x480
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UE—-MRI M5

RDP J74 %5247 UC windwos2019_jumpbox (COJ 1> UET

User : user
Password : user

Copyright © Tokyo Electron Device LTD. All Rights Reserved.

ERBEREADLTUESL

CNBEMERIEERE.
6f0242f2-00c8-41e5-9dac-5852dd453ffe.access.udff5.com ~DE

user
....|

ISAT-FOUEy /Oy 7R

O zormvrsaEss

Z0ft

Q Administrator
65-60769¥Administrator

E JCAD-FoUty /Oy iRk

11

Windows #¥a1U7 1 X

(’o?nec’r Beyond
—

T JA) ME Administrator 7H0D> NI TUW\B1z8.

IESEIRLET
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ubuntu 091>

(onnect Beyond
-

Putty ZF3U\T ubuntu01-nginx & ubuntu02-nginx (COJ 1> UET

1) Putty 74> %&ERUE T

2) ubuntu01-nginx Z:ERLFI

3) Load MYz EIRUET

4) Open M ZEIRTBEOT A TEET,
5) EARIC ubuntu02-nignx (COJA>ULEFT

x ubuntu01/02 (Z(E NGINX B > XA R=)LENTULRLzs
—nginx N DWTWARA M2ZIRU TZEW

Copyright © Tokyo Electron Device LTD. All Rights Reserved.

12

ﬁ PuTTY Cenfiguration

[ ?

Categony:
=2- Sgssiun Basic options for your PuT T session
Logging Specify the destination you wart to connect to
=~ Terminal
Host Mame (or IP address) Port
- Keyboard
- Bell |ubuntu@10.1.1.11 |[22
- Features Connection type:
El- Window @5SH (O Seial (O Other | Telnet
- Appearance
- Behaviour Load, save or delete a stored session
I:I ;'raln;l[..atn:un Saved Sessions
+)- Selection :
.. Colours ||_|I:n_|nt|_| 01 nginx |
=~ Connection Default Settings A .Luad )
- Data docker_host —
- Proxy Save
+- 55H
® ) Delete
- Serial
- Telnet
- Rlagin
- SUPDUP Close window on exit:
(O Aways () Never (®) Only on clean exit
About Help Cpen Cancel
RRILIJHOZ TR




SEa1%E{E (ubuntu01-nginx / ubuntu02-nginx) (onnect Beyond
ubuntu01-nginx / ubuntu02-nginx O™ 75 CLL T &=L TZEL)
® NGINX Plus B> A M=)l TWBRZEDHEER

nginx -v

® | XAAVERTEEDAI>O-R
cd ~/

git clone https.//github.comy/araihub/r5j-nginx-plus-lab2-conf
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—

Z® windows [C RDP TIO0Y14YUET

\ JumpHost

Client PC

J\OXAIRR

NGINX-HA
ubuntu01-nginx

ubuntu02-nginx

ubuntu_web

backend1:81
backend1:82

backend1:83
backend1:84
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NGINX Plus DEEFEICDWVT (Tips)

upstream block (WworI>RrRG—N—%FLDITIL—T)
server : ipX e —/\—DIETE
zone : J—h—JOCAEOEIRIEE

server block ({—FvILikZNEFE)
listen : #5532 |FIP:port
location : UJIAMDIFEX= (T
status_zone : Yv> 1h— REDOHEBEXE
proxy_pass : B{SDERX 5t

skupstream ZZIEEUIZS. upstream DY —/(—(C#mXx

Copyright © Tokyo Electron Device LTD. All Rights Reserved. 20

upstream server_group {
zone backend 64k;

server backend1:81;
server backend2:81;

}

server {
listen 80;
status_zone server;
location / {
status_zone root;

(C;Rnect Beyond
-

proxy_pass http://server_group;

¥
¥
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NGINX 0)2’1‘%& (Ti pS) (Sgnec’r Beyond

s EJ 71 I TR 2 ER

location / {
proxy_set_header X-Forwarded-For $remote_addr
proxy_pass http://backend;

}
FERZEE

$remote_addr D347 > NOXRETT)D IP 7RLA

$request_uri UJIAR®D URI &R
http://xxxxxxx/ main @ [/main] OZp5>

$arg_</\IA—4> DITARD )INSA—-7EEH
http://xxxxxxx/main?uid=123 @ [123] OZF5>

$http_<A\v5%> HTTP UJI A DAY OfiE

$cookie_<cookies > UITIANIEENS <cookier> D&

Copyright © Tokyo Electron Device LTD. All Rights Reserved. 21 BRTLI-0OY TR
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NGINX Plus DJLEREMNK

= o] ATE (HA)

nginx-ha-keepalived

High Availability

-------------------------------------------------------
o O

g -
----------------------------------------------------------

Copyright © Tokyo Electron Device LTD. All Rights Reserved.

=%ERIAA (configsync)

Nginx-sync

ConfigSync

AZITVZADC

-
-----------------------------------------------------------

23

(’c-)Rnect Beyond
-

AT7—A AR (zonesync)

Zone_sync

State Share

A E
Service E
...... > A

DoS IS
...... .

--------------------------------
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_I%_EL 'I‘E (High AvailabilitY) (@nectBeyond

® nginx-ha-keepalived /\wir—=
® NGINX Plus ER(CHRIVA XEN Iz keepalived
o MEEAZNT keepalived O config 24 A%

® Keepalived &(&
® VRRP (C&3=RIAM
® IP 7RLADENITINEX
o H—EAMIRREESIH /_" \ Keepalived

BACKUP
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nginx-ha-keepalived (onnect Beyond

X sE A2 CTkeepalivedDConfigERK

sudo nglnx—ha-setup

Step 1: configuring internal management IP addresses. Jetc/ keepalived/ keePaIived'Conf

Do you want to use this address for internal cluster communication? (y/n)

IP address of this host is set to: 10.1.1.7/24 i plimsiztnes L o

: : _ interface ens5

Primary network interface: ens5 priority 101

Now please enter IP address of a second node: 10.1.1.6 V|rtual__router_|d oL
advert_int 1

You entered: 10.1.1.6 t

Is it correct? (y/n) accep £ Fisels 5

. _ garp_master_refres

IP address of the second node is set to: 10.1.1.6 garp_master_refresh_repeat 1

unicast_src_ip 10.1.1.7/24

Step 2: creating keepalived configuration

unicast_peer {

Enter cluster IP address: 10.1.1.100 10.1.1.6

You entered: 10.1.1.100 1

Is it correct? (y/n)

Please choose what the current node role is: wrtiJ(z)a Iflliald(;joress {
1) MASTER 3 T

2) BACKUP

Copyright © Tokyo Electron Device LTD. All Rights Reserved. 25 RRIL2O-FO2 TITAR




keepaIiVEd /)] Config @ (@nectBeyond

/etc/keepalived/keepalived.conf

vrrp_instance VI_1 {
interface ens5
priority 101 o —BERIRMEZIFOTLBEDN MASTER (123
unicast_src_ip 10.1.1.7/24
unicast_peer {

10.1.1.6
}
virtual_ipaddress {

10.1.1.100 -+ MASTER H#5D Virtual IP
}

track_script {
chk_nginx_service

chk_manual_failover  ° Priority ZXREI2E TR

bs
notify "/usr/lib/keepalived/nginx-ha-notify"

¥

Copyright © Tokyo Electron Device LTD. All Rights Reserved. 26 BRITLIFOY I




keepaIiVEd /)] Config @ (@nectBeyond

/etc/keepalived/keepalived.conf

vrrp_script chk_manual_failover { -« FEYIDBZAAIVTN
script "/usr/lib/keepalived/nginx-ha-manual-failover"
interval 10
weight 50

¥

vrrp_script chk_nginx_service { -+ NGINX Process DFEFEEZHRAIUT N
script "/usr/lib/keepalived/nginx-ha-check"
interval 3
weight 50

¥

vrrp_instance VI_1 {

<Hfig>

¥

Copyright © Tokyo Eiectron vevice L1U. All KIgNTS Keservea. 27 |ERILIFOY FITR
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a2 ERHA (ConfigSync) ((onmectBeyond

® nginx-sync /\wo—=
® NGINX Plus ERHDEERIIRIUT
® rsync ZFAUT. Primary D:%EZ Peer (C[E)HA
o [EHASCLEHATD I 2184 TE NI BE

nginx-sync.sh

! |
| nodel node2 node3 node4 E
. (Primary) (Peer) (Peer) (Peer) |

____________________________________________________________________

NGINX Plus Cluster

Copyright © Tokyo Electron Device LTD. All Rights Reserved. 29 SWETL IO T2




SSH RGN TE ( onnect Beyond

® Primary — Peer fEIC root 1—t—® SSH 5%
® Primary CEhis

# sudo ssh-keygen -t rsa -b 2048

# sudo cat /root/.ssh/id rsa.pub ssh-rsa
AAAAB3Nz4rFgt...vgaD root@centosO1l

® Peer T
# sudo mkdir /root/.ssh

# sudo echo "from="centos0l" ssh-rsa AAAAB3Nz4rFgt...
root@nginx01" >> /root/.ssh/authorized keys

Copyright © Tokyo Electron Device LTD. All Rights Reserved. 30 RRILZ2FO IR




ng i NnX-sync 1)) E&bfﬂ (:O\Dnec’r Beyond

/etc/nginx-sync.conf

NODES="10.1.1.6"
CONFPATHS="/etc/nginx/ssl /etc/nginx/conf.d"
EXCLUDE="dummy.conf"

« NODES . EXTEZRIHASES /R (Peer /—REIETE)
« CONFPATHS : [RIEREE3T1L TN/ T71/)LDpath
« EXCLUDE . [BIRASERVBRINITB)T7 1L

X BEIEET HEE AR—ATXEYIDFT
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AT7—H A[ERA (zone sync) (@necf Beyond

® EFIDONGINXTUI IR MzLIB T BFROESFZ R
® U7 AALCEALTBLUT OBFBHRFEEXAEIY—-2) %[EHA
o L—KFIE

® Sticky Lean &%k [ State Share
® Key Value Store >

Service B

A>IVZADC
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zone sync DEYiE (‘onnect Beyond

/etc/nginx/conf.d/stream.conf (zone sync FHDE%E)
stream {
server
listen 9000;
zonhe_SYNc; -« zone sync OBz
zone_sync_server 10.1.1.6:9000; - Zone OEHAGZIETE
y
y

/etc/nginx/conf.d/default.conf
limit_req_zone $remote_addr zone=req:1M rate=1r/m sync;

sticky learn zone=sessions:1m create=$upstream_cookie_session lookup=$cookie_session sync;

Copyright © Tokyo Electron Device LTD. All Rights Reserved. 34 BEETLIFOY PR
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Key Va lue Store (@nect Beyond

EEY (CALER BRI EE /2 Key-Value B2DFT—HANR—-X
HEXE) FTEEEN API Z{#ERAUT CRUD #IENT]EE
Value ZZZ Key EXYFUIAEZRIRT

Key ($remote_addr) Value ($ipblock)
10.10.1.100 0
10.10.2.100 1 | |

ip: 10.10.2.100 ip: 10.10.1.100

$ip_block DE(E Key (V35147 > hDIPT7 RLR) (&
10.10.1.100 0iz&E

10.10.2.100 DizE $ipblock = 1 $ipblock = 0
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Key Value StoreD&siE (onnect Beyond

keyval / keyval_zone

=1 : keyval_zone zone=<name>:<size> ;

S : keyval <Key> <$variable> zone=<name> [timeout=time] [sync];

« Zone . key-Value OR7ZEIRITIHBGAEIY ->

e <key> | FEHZIETEIDANT-ADIETE (RARAWIPYRLARE)

- $variable : {ERDZEE, FHIIETBHEIVEME (H—/\. HITHIDIST1RE)
« Timeout : Key-Value OR7HHIBRENZETORFE (AT33Y)

 Sync 1 AF—AARIEAT RIS E(ER (AT723))
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API T‘o);;é{’F ( onnect Beyond

e L1-RMDiEN
curl -s 127.0.0.1:8080/api/8/http/keyvals/ipblock -X POST -d '{ "127.0.0.1":"1" ¥

e L1-FzZ=H8
curl -s 127.0.0.1:8080/api/8/http/keyvals/ | jq .

{
"ipblock": {
"127.0.0.1"; "1"

¥

)

o LI1—-RzEX
curl -s 127.0.0.1:8080/api/8/http/keyvals/ipblock -X PATCH -d '{ "127.0.0.1":"0"}
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/etc/nginx/conf.d/default.conf

keyval_zone zone=ipblock:1M ;
keyval $remote_addr $block zone=ipblock ;

server {
location / {
if ($block) {
return 403;

}
proxy_pass http://backend_app;

}

ipblock zone »®yricmEEnTLBUZN
curl -s 127.0.0.1:8000/api/9/http/keyvals/ipblock

"ipblock": {
"10.0.0.2" : 1,
"10.0.0.3": 1,

}

Copyright © Tc 7= ..~ o - JHOY TR




KeyValue FEEH (H) (‘onnect Beyond

/etc/nginx/conf.d/default.conf

keyval_zone zone=iplist:32k;
keyval $arg_user $permit_ip zone=iplist;

server {
listen 80;
location / {

if ($permit_ip=""){
set $permit_ip $remote_addr;

¥

if ( $remote_addr != $permit_ip ) {
return 403 "Mismatch client IP address";

}

proxy_pass http://server_group;

}

Copyright © Tokyo Electron Device LTD. All Rights Reserved. 40 BEETLIFOY PR




(@nec
t Beyo
nd
3
&
o




- {al)) (:o\gnec’r Beyond

LAITFCDOWTTHBNMULELURE,

® NGINX Plus (CDWLT

® NGINX Plus OTTEMERK
e SoJAM (High-Availability)
® :¥IE[REIEA
® X7—HA[EIHA

® Key Value Store
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NGINXDIERFESLTVET | (Grectbeyond

NGINXH'EZ260hD | JOVEFH !

https://cn.teldevice.co.jp/blog/search/?q=NGINX

NGINX PlusT #+1U7 35 - B RE(L
NGINX PlusTEREOBMAERFRTEFT !

NGINX% i 5 %5 |

F5 NGINX - YouTube
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https://cn.teldevice.co.jp/blog/search/?q=NGINX
https://www.youtube.com/playlist?list=PLSJhqYiW9QqQykde3J3JXw7imA1Ildybu

RIS NS 1T LERIMBE DT RA (Sectbeyond
NGINX Plus #ERSA7IFM1EIA el R

A Fh o |

NGINX N> XF > bL—=v4
~ BRE ~ ﬁ

NGINX \

Part of F5

F5 | NGINX

Bl BE. SHRLY/I0Y-ERAAGOYI DT

N —

NIA—T2A, EF1VUF <. 8l BREEERIEFTUI—23>FUNU—YU1—S3>

NGINXi, PTUT—2a vMREICHBLEOERI MR- FTT, DEBA—FICF O—FIS525 2 70Webt
] P 2 pp Protect] . &L TNGINX Plus®EE T3 INGINX Controller] H'S3FNT
NGINXEHRT BT, BEROTTUT—2320/ (T -T2, CFaUTr. EWlE. HBHERALEESCEHTEEY,

WENSAFNTA > ARURG

https://cn.teldevice.co.jp/product/f5-nginx/
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