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INOZXAVERIE (UDF)
https://udf.f5.com

NIZXAHAR

https://f5j-nginx-plus-lab2.readthedocs.io/en/latest/class1/module03/module03.html

Copyright © Tokyo Electron Device LTD. All Rights Reserved. 11

RRILOHOY TR



NIZXAVRIBADOI 1> (onpect Beyond

“Invited Users” Z1&IRULFT ERUE1-Y-TO0J4/4>UFT

WELCOME TOTHE ‘@9 Unified Demonstration
[ &) Unified Demonstration Framework
Framework
ks V2
@ F5 Employees / Contractors
1-H-%
RRI—K

[ > Invited Users ]

JIAT—PFESENTIA?

FHO FESEETRLWTIMN?
ey

AT TS e
S AUL o ITE.
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ZERBEIDIL.\DIE L/ia_ /_I_:U:/_(: Agree big_
% SBRICEMEINTLVBRIGE IR RINEEA

e Welcome ttsuji

GOOGLE AUTHENTICATOR

Google Authenticator®/\Ad— RZAHDULET

Privacy Policy

Terms and Conditions

A REANLET Cookie Policy

/] AGREE & CONTINUE

ﬁEé}J \ Privacy Policy, Terms and Conditionsds =} Cookie Policy’x#EsR L.
"AGREE & CONTINUE"(CF T wIm AN CoOUw D
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—_—~, w3, g a)ah

No—=>2 - v 3 >oADOEN
BEFshcnwas kL ——>7 - -tzwv2 3> mERUT,
"LAUNCH"Z 21w 77

ag [8) course sessions &

Happening now
Fr
01 :::;m -:::;F;M JST BIG-IP LTM hands-on in Tokyo hitps:/TSnetworks zoom.us/|/6126548210 L Tetsuya TSUJI =] UNHEGISTE
My '
BIG-IP LTM hands-on in Tokyo

T Ends in 2 hours
hitpes/Snatworks. zoomuus/f 6126548210

External Access Enabled
Course Overview Tools

”JOi n"& {7 |_J \)) {7 landy-on course for tuniomens/partners in Jagan Manage S5H Kays

Instructors

Tetwrya TSU
W FS, Solutions Engineer 11
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DEPLOYMENT YJ%&RUET

IARTD system N FRA (CBRNITHERFT TTY

< fF DDCUMENTATION[ ¢ DEPLOYMENT ]

Endsin6h _— .
© Endsin & hours Deployment Description Course Overview

Leave Session P Your Deployment

F5 Products Subnets

> Management

10.1.1.0/24

DETAILS ACCESS DETAILS

> ubuntu03

Ubuntu 20.04 LTS

ACCESS DETAILS

> ubuntu_web

I} Ubuntu 20.04 LTS

ACCESS DETAILS

> docker_host

CentOsS7

ACCESS DETAILS
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Windows2019_JumpBox @ Access ZiEiRU T
RDP OEIEY A X%&ERL T, RDP J7( L2470 >0—-RUES

> docker_host

CentOS 7

& 2o HITREE

ACCESS  DETAILS « v o ¥ PC» FUyO-F

EE - FLLWIANA-
> Windows2019_JumpBox

Windows Server 2019 Base v B pC -~ £E =EOE
ACCESS  DETAILS > B 30ATI17 BEEEl—F
> ¥ FovD-K
RDP > Ml FATRT
ubuntu01 JTTA
> Ubuntu 20.04 LTS 5 FEadvk
1600x1200 > &= E7Fv
IETAILS -
1440x900 > BT
» J5 1Tl W
1366x768
p ubuntu02-web 128051024 774 )L4&(N): | Tb6ea3eT-Bac 1-49c0-bBce-0c S4afff2f72.rdp
Ubuntu 20.04 LTS
1280x800 Ir v IL-DEE(T): ‘Remute Desktop Connection (*.rdp)
IET
800x600 |- TILS
~ JaS-DHRET
640x480
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RDP J74L%Z5247UL T windows2019_jumpbox (COJ 1> UES

User : USEr — >

ERBEREADLTUESL

P d . u Se r THAEOEEIEEL.
a SSWO r " 6f0242f2-00c8-41e5-9dac-5852dd453ffe.access.udf.f5.com "I
IcERIh

user
....|

ISAT-FOUEy /Oy 7R

O zormvrsaEss

Z0ft

Administrator
jo

55807634 Administrator T JA)L M Administrator 7H7> NMIIgoTW\BIz8.
— IB5EIRLET,

E JCAD-FoUty /Oy iRk
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Putty ZBIL\TC ubuntu04 (COJ1>ULFT
e

Google
Chrome

1) Putty 74>z #IRUE S
2) ubuntu04 = EIRLET i

Feedback Cateqaony:

3) Load M ZEIRLE T = G o T

Specify the destination you want to connect to

4) O pe n /_I_\\\g > %i'_\j:Ra_é t ) - Keyboard EEZ‘&E: [;3_01r_|1F_‘1a1ddress}

- Bell

ubuntu04(cO 7’( VAT Vicros. § o et Connection type:

®55H () Sedal ()Other | Telnet

- Appearance
- Behaviour Load, save or delete a stored session
- Translation
- Selection
- Colours

E- Connection Default Settings
- Data docker_host

Saved Sessions
|u|:uur|tu[}'4

- Proxy

+- S5H
- Serial

WinSCP - Telnet

- Rlogin

- SLUPDUP Cloge window on exit:

() Mways () Never (®) Only on clean exit

Open Cancel

RERILOHFOY FIVTR
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ubuntu04 OA—ZFJVICTELTFOIN> FeETUTLIZEW

cd ~/

git clone https..

RI\OZXAS TERTDREENMT>O-RENFT,
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NIZXAVRIZ DS

NGINX: Basic_Lab_JP €% DNS Mask

" .
2* elastic

Chrome
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fhaRiEEE YR — MBS N =R B RoncineyNGINX Plus |

APIGW
SRAIGW

Service

< (@

Linux/BSD ® CPU
(& ® © =] | ARM |
A>TL=ER TSANR—MNISITR JINJUVHHOSHR aA>7F

(] (]

https://www.f5.com/pdf/product-overview/NGINX-NGINXPlus-Update-092022.pdf
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SAT LTIV =2 REN - -D Bz R I 20T AZHET
BARR(C(E, ID/PWASEERAE T HotiEsBz =, BE

soslSNC L —MFTEDYY — APREEEC 7 T AT D1ERZFF O CL\INEHI IS

JOtA%Igd
BARMNIC(Z. BRSEENE 1Y QD17 Yz EEDREL TLLN. 1BRE
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FROT—2EI55 !
r \

SATLOT TV -2V REN I - DB el I 2 TO0TRZIET
BRRI(C(E. ID/PWASEEBRE T HrohiEsez R, 12E

\_ /

cth,. FEREES X ZNGINX PlusTERZE -KBIL TLIW<IRE®
B{ERBEN XA/ —=IUTVEET |
*wa_:—uBasmEﬂ:iE’PmTLS JWT. OIDC%fE>7-EBEE <y
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MTLS(mutual TLS)

DA TINY—N-ORFNEWNGEBAEZ IR, HEGRIEZITIE TRIENZ 2 ZEHS IO ML
AN XA TIFTLSEERAEZFI AL TmTLSERAE DR E I EHERSZ 1T

Service

[ Client Cert Auth
D347 MMEULVEEBRBAIRU TV A HERRL . FIRER TN I ik 2 25
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O CATHIAI 3 — MBS Z/ERN

O TLSZ#Rim I JIRICFIAITSY—/N\—StBHSZERk

O 954 7> MNiEBAEREE CFIA YT 3EEBAE THEL RS CSRZ{ERY
O 95347 > MEAE% 2 D/ER (CLIENT1.peméCLIENT2.pem)
0 NGINX PlusDsSEHED

O 547> MERE2IRREY ([OESHER

O 93547 > bt A&z iR U TDB{SHEES

O 2207514 7> MillAEZRevokeU LR DB {SHER
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upstream server_group {
zone backend 64k;

server backend1:81; F52(IN—M2443(48TELSSL/TLSZBRIE
) -TLSTER I Wz I8 1E
-TLSTfERAIdY—/\—-5EBREZIETE
server {
listen 443 ssl;
ssl_certificate_key conf.d/ssl/SERVER.key;
ssl_certificate conf.d/ssl/SERVER.pem;

ssl_client_certificate conf.d/ssl/CA.pem;
ssl_verify_client on;

location / {
proxy_pass http://server_group; )54 7 > NEBRZEZIREIE I DIcohDCASEHEZ I8 TE
) D547 > NEBRZE DR Z AA(CISTE

}
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curl -v --cacert ./CA.pem https://webapp.example.com --resolve webapp.example.com:443:127.0.0.1

< HTTP/1.1 400 Bad Request

< Server: nginx/1.21.6

< Date: Mon, 26 Sep 2022 11:01:38 GMT
< Content-Type: text/html

< Content-Length: 237 TOEZ;Eﬁ

< Connection: close

<

<html>

<head><title>400 No required SSL certificate was sent</title></head>
<body>

<center><h1>400 Bad Request</h1></center>

<center>No required SSL certificate was sent</center>

<hr><center>nginx/1.21.6</center>
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curl -v --cacert ./CA.pem --key ./CLIENT1.key --cert ./CLIENT1.pem https://webapp.example.com --resolve webapp.example.com:443:127.0.0.1

> GET / HTTP/1.1

> Host: webapp.example.com

> User-Agent: curl/7.68.0

> Accept: */*

> 7oA
* Mark bundle as not supporting multiuse
< HTTP/1.1 200 OK

< Server: nginx/1.21.6

< Date: Mon, 26 Sep 2022 11:35:15 GMT
< Content-Type: application/octet-stream
< Content-Length: 65

< Connection: keep-alive

<
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upstream server_group {
zone backend 64k;

server backend1:81; )51 7> NEBREDRINIRREZSIEBAZE R3NUAN (CRL) %=
} ZBEURIIU TSRV IR ZIES I 255 1E
server {

listen 443 ssl;

ssl_certificate_key conf.d/ssl/SERVER.key;
ssl_certificate conf.d/ssl/SERVER.pem;
ssl_crl conf.d/ssl/CRL.pem;
ssl_client_certificate conf.d/ssl/CA.pem;
ssl_verify_client on;

location / {
proxy_pass http://server_group;

¥
¥
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curl -v --cacert ./CA.pem --key ./CLIENT?2.key --cert ./CLIENT2.pem https://webapp.example.com --resolve webapp.example.com:443:127.0.0.1

* Mark bundle as not supporting multiuse

< HTTP/1.1 400 Bad Request

< Server: nginx/1.21.6

< Date: Mon, 26 Sep 2022 11:07:13 GMT

< Content-Type: text/html Tatz;ﬁﬁ
< Content-Length: 215

< Connection: close

<

<html>

<head><title>400 The SSL certificate error</title></head>
<body>

<center><h1>400 Bad Request</hl></center>
<center>The SSL certificate error</center>
<hr><center>nginx/1.21.6</center>
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curl -v --cacert ./CA.pem --key ./CLIENT1.key --cert ./CLIENT1.pem https://webapp.example.com --resolve webapp.example.com:443:127.0.0.1

> GET / HTTP/1.1

> Host: webapp.example.com

> User-Agent: curl/7.68.0

> Accept: */*

> VA
* Mark bundle as not supporting multiuse
< HTTP/1.1 200 OK

< Server: nginx/1.21.6

< Date: Mon, 26 Sep 2022 11:35:15 GMT
< Content-Type: application/octet-stream
< Content-Length: 65

< Connection: keep-alive

<
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BasiCits

HTTPZOMIVICHEAHAENTZS DT REREE AT

DT> MMFEDISTIOYRNRICTIEAULDET BB Userd /N 2D — RO A % 3KkeD, IEUVEREFIEIR
zaﬁn(:ﬁatxb\ﬁiénmum\ BTV ANNETEND

Service

| Basic Auth
UseréPasswordDiEAEDEZMERL. BRER TN EIEGFEZEF A
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Basicigsl ENFHEGRDIHIN (onnect Beyond

O 1—-Y—, KAD—REEERI(C/authlC7 IR
O userl/userlZiSELT/authlc 7€ A
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upstream server_group {
zone backend 64k;

server backend1:81;

)
- Jauth JNR(CT7 VTR T BRICLUT D% EZE A
server { -BasicERsE BN CUSREI iRl &% I8TE (QEE(T E0])
listen 80; - BasiciRalE B9 BhtpasswdDI7 1 ) ZiETE
location / {
proxy_pass http://server_group;
\
location /auth {
auth_basic "Administrator’s Area";
auth_basic_user_file conf.d/password/htpasswd;
proxy_pass http://server_group;
}
}
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curl -v -s localhost/auth

* Mark bundle as not supporting multiuse

< HTTP/1.1 401 Unauthorized

< Server: nginx/1.21.6

< Date: Mon, 26 Sep 2022 13:27:31 GMT

< Content-Type: text/html Tatx;ﬁﬁ
< Content-Length: 179

< Connection: keep-alive

< WWW-Authenticate: Basic realm="Administrator’s Area"
<

<html>

<head><title>401 Authorization Required</title></head>
<body>

<center><h1>401 Authorization Required</hl></center>

<hr><center>nginx/1.21.6</center>
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curl -v -s -u userl:userl localhost/auth

> GET / HTTP/1.1

> Host: webapp.example.com

> User-Agent: curl/7.68.0

> Accept: */*

> VA
* Mark bundle as not supporting multiuse
< HTTP/1.1 200 OK

< Server: nginx/1.21.6

< Date: Mon, 26 Sep 2022 11:35:15 GMT
< Content-Type: application/octet-stream
< Content-Length: 65

< Connection: keep-alive

<
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JWTIC & ZES I NGINX PlusTHIARTHERILERISAE | CELAE

JWT(ISON Web Token):2:iE

I\ 0//\ Zo)nbnﬂzjj__ﬁ

IWTEAYS—, RAO- R, BLO3IDOEH THEREN. CNSEEFEDETIDOM2ELTHRS

=D b‘ DR EIFHRPIERREDIBHRZS H. T—/\—AITY 3V B2 FRFEI (I —T - D525 217D
ZENTED

Service

[ JWT Validation
JWK(Json Web Key)zBE:RL. FRER T NISIEHZFF
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O JWTODHER
OIWTZSFRBWIIAMEE
O IWTZSQVIIAMEXLE

O JWTOFF 02 &SR

01 #8345, B4

Copyright © Tokyo Electron Device LTD. All Rights Reserved.

43 RRILOHOY IR



*'L ?5] WT@EEEE\ (@nect Beyond

JWK(JIson Web Key)%base6451— RUHER kty “oct” THIAT3 KeyDAIE%EBase647 1— RUEER
{"keys": fantasticjwt
[{
"k":"ZmFudGFzdGljand0",
"kty":"oct",
"kid":"0001"
}]
}
Parameter Sk
k k (key value) /NS5 A—4 1, kty oct CHIFI T B baseb4url encodeEH/cKeyXFF|EED
kty kty (key type) /{5 A—S(d, RSATREC WLV oTElES 7L TV AL T 7 Z)—FRT
kid kid (key ID) /(S A—F (Z4FEDOEEFII I I EHICHALENS
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Get an exclusive look at jwt.io v2 and help us shape its final form with your feedback. >

A\
s IwT

nginx1.jwtD{# " —
EMDN'J NeOAed n o [YeToYe [1c [ —

HEADER: ALGOR 1 & TOKEN TYPE
A\JBeXAiOIJKV‘IQiLCJhchiOiJIUZNNiIsImN
pZCI6IjAWMDEifTQ.eyJpc3Mi0iJNeSBJRFAILCI { L
hdWQi01iJhY2NvdW5eTiwic3ViTjoibmdpbngtcG SRS
x1cyIsInNjb3B1IjoicHJvZmlsZSB1bWFpbCIsI "kid": "eeal”
mVtYW1sX3Z1lcmlmaWVkI jpmYWxzZSwibmFtZSI6 4

Im5naW54MSB1c2VyIiwicHJ1ZmVyemVkX3VzZXJ
uYW11IjoibmdpbngxLXVzZXIiLCJnaXZ1b19uYW
11TjoibmdpbngxIiwiZmFtaWx5X25hbWUi01iJ1c
2VyTiwiZW1haWwiOiJuZ21lueDFAZXhhbXBsZS5]
b201fQ.s0Kct6cXUVpHdbF7s7U46LRX0WxzPZVZ

QathaLiFoE /

FAYLOAD: DATA

"
"nginx-plus”,

» "profile email”,
1_verified”: false,

ame": "nginxl

"preferred_username”: "nginxl-user’

fantasticjwt

Signature Verified ZAEDITI1F

THHILzHER

fantasticjwt

) [ secret baseé4 encoded
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upstream server_group {
zone backend 64k;

server app-backend1:8080;

’ - Jauth NR(Z7 I AT BERICLAT O EZEH

server { IWTEREE B CUSRAE Rl 2 2 18 E (BERICERER])
Fesr 4l - JWTDERAZIREL I DILHDIEMEZFNSNI T 71 I =i TE
location / { % NGINX PlusTIREEEINTVWSES 1-)

proxy_pass http://server_group;

\

location /auth {
auth_jwt "Products API";
auth_jwt_key_file conf.d/jwt/api_secret.jwk;
proxy_pass http://server_group;

}

}
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curl -v localhost/auth

* Mark bundle as not supporting multiuse

< HTTP/1.1 401 Unauthorized

< Server: nginx/1.21.6

< Date: Mon, 26 Sep 2022 14:41:47 GMT

< Content-Type: text/html TOtZ;Eﬁ
< Content-Length: 179

< Connection: keep-alive

< WWW-Authenticate: Bearer realm="Products API"

<

<html>

<head><title>401 Authorization Required</title></head>
<body>

<center><h1>401 Authorization Required</hl></center>
<hr><center>nginx/1.21.6</center>
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curl -v localhost/auth -H "Authorization: Bearer " cat ~/f5j-nginx-plus-lab2-conf/jwt/nginx1.jwt "

> GET /auth HTTP/1.1
> Host: localhost
> User-Agent: curl/7.68.0
> Accept: */*
> Authorization: Bearer = . . . . . . o
eyJOeXAiOiJKV1 |LCJhbGC|0_|JIUzI_1NlIsImthCIGIFbAwMDElf(}.ev c3MiOiJNeSBIRFAILCIhdWQiOiJhY2NvdW50Iiwic3
ViljoibmdpbngtcGx1cyIsInNjb3BIIjoicHIvZmIsZSBIbWFpbCIsImVtYWIsX3ZIicmimaWVkIjipmYWxzZSwibmFtZSI6Im5n
aW54MSB1c2VyliwicHJIZmVycmVkX3VzZXJuYW1iIjoibmdpbngxLXVzZXIiLCInaXZIbl9uYW1II mbmdgbn xIiwiZmFta
mﬁss)&isg&wm i1J1c2VyliwiZW1haWwiOiJuZ2lueDFAZXhhbXBsZS5jb20ifQ.sOKct6cXUVpHdbF7s7U46LRXOWxzPZVZP
>
* Mark bundle as not supporting multiuse
< HTTP/1.1 200 OK
< Server: nginx/1.21.6 =

=T A
< Date: Mon, 26 Sep 2022 14:47:08 GMT A
< Content-Type: application/octet-stream
< Content-Length: 940

< Connection: keep-alive
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log_format jwt '$remote_addr - $remote_user [$time_local] "$request
'$status $body_bytes_sent "$http_referer" "$http_user_agent
'$iwt header alg $iwt claim sub $jwt claim scope $iwt claim name $iwt claim email';

~BZ~
proxy_set_header API-Client $jwt_claim_sub; 045 JA—<v  NEIETE
proxy_set_header JWT-alg $jwt_header_alg;
proxy_set_header JWT-sub $jwt_claim_sub;
proxy_set_header JWT-scope $jwt_claim_scope;
proxy_set_header JWT-email $jwt_claim_email;

access_log /var/log/nginx/access_jwt.log jwt;
proxy_pass http://server_group;

b -proxy_set_headerz FHW\\T/\wII> R —)(—ABrix
; FBUIIZNIWTOBHREHTTPAYS —LL TS
-7 A0J ZjWtIA—NYNIIETE
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curl -s localhost/auth -H "Authorization: Bearer " cat ~/f5j-nginx-plus-lab2-conf/jwt/nginx1.jwt " | jq .request.headers

[ [ [
[ JWT-email", "Accept”,
"API-Client", _
"nginx1l@example.com" "k kN
"nginx-plus”
I ]
1 [ ’
[ [
"Host",
"JWT-alg", . . "Authorization",
server_group
"HS256" ] "Bearer
1, ' eyJ0eXAiOiJKV1QiLCIhbGciOiJIUzI1NIIsImtpZCI6IjAWMDEIfQ.eyJpc3MiOiJNeSBIRFAILCIhd
[ WQIiOiJhY2NvdW50Iiwic3ViljoibmdpbngtcGx1cyIsInNjb3BIIjoicHIvZmIsZSBIbWFpbCIsImVt
[ et YWIsX3ZlcmImaWVkIjpmYWxzZSwibmFtZSI6Im5naW54MSB1c2VyliwicHIIZmVycmVkX3Vz
"JWT-sub", ! ZXJuYW1lIjoibmdpbngxLXVzZXIiLCInaXZIbl9uYW1IIjoibmdpbngxIiwiZmFtaWx5X25hbWUi
— | “cClose” OiJ1c2VyliwiZW1haWwiOiJuZ2lueDFAZXhhbXBsZS5jb20ifQ.sOKct6cXUVpHdbF7s7U46LRX
nginx-plus ] OWxzPZVZPL4hSaLiFoE"
z' | |
"User-Agent", ]
"JWT-scope”,
"curl/7.68.0"
"profile email"

I
I
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curl -s localhost/auth -H "Authorization: Bearer " cat ~/f5j-nginx-plus-lab2-conf/jwt/nginx2.jwt " | jq .request.headers

[ [
[ "JWT-email",
"API-Client", _
"nginx2@example.com"
"nginx-plus” |
], ’
[ [
"Host",
"JWT-alg", . .
server_group
"HS256" |
1, ’
: [
"Connection",
"JWT-sub",
"close"
"nginx-plus” ]
1, ’
: [
"User-Agent",
"JWT-scope”,
"curl/7.68.0"
"profile email" ]

I
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[
"Accept”,

u*/*n
1
[

"Authorization"”,

"Bearer
eyJ0eXAiOiJKV1QiLCIhbGciOiJIUzI1NiIsImtpZCI6IjAWMDEIfQ.eyJpc3MiOiJNeSBIRFAILCIhd
WQIiOiJhY2NvdW50Tiwic3ViljoibmdpbngtcGx1cyIsInNjb3BIIjoicHIvZmIsZSBIbWFpbCIsImVt
YWIsX3ZIcmImaWVkIjpmYWxzZSwibmFtZSI6Im5naW54MiB1c2VyliwicHIIZmVycmVkX3VzZ
XJuYW1ITjoibmdpbngylLXVzZXIiLCInaXZIbl9uYW1IIjoibmdpbngyliwiZmFtaWx5X25hbWUiOi
J1c2VyliwiZW1haWwiOiJuZ2lueDJAZXhhbXBsZS5jb20ifQ.CVUH7upnT5n2yzLnIGhNTMKL_E
v6yJfj8FHSFC5v5ME®

]
]
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127.0.0.1 - - [27/Sep/2022:00:04:41 +0900] "GET /auth HTTP/1.1" 200 1079 "-" "curl/7.68.0" HS256 nginx-plus
profile email nginx1 user nginxl@example.com

127.0.0.1 - - [27/Sep/2022:00:04:48 +0900] "GET /auth HTTP/1.1" 200 1079 "-" "curl/7.68.0" HS256 nginx-plus
profile email nginx2 user nginx2@example.com

C KFOEPINOT IA-XY N TIEEURIWTBREDZ DB
'$jwt_header_alg $jwt_claim_sub $jwt_claim_scope $jwt_claim_name $jwt_claim_email’;
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limit_req_zone $jwt_claim_sub zone=1rpm_per_client:1m rate=1r/m;

~ iR~

map $jwt_claim_scope $jwt_upstream { -$jwt_claim_subZzKeytUlzUI T X M — NI R
~g:g:g; "::gx—g:g::;“; BIFA4T > R EC15IBCIVI IR MDOFIBE
~ . ; A . : -
default default_group: S[o](E$jwt_claim_sub®{E(dnginx-plus
} X
~HE~ - $jwt_claim_scopeD{Eh‘groupl. group2. TN DIHFE
server{ ENENTSjwt_upstreamDZELERE T D
:gﬁg{‘ij}o}{ groupl. group2(¥“slow_group" app-backend1:8080
oroxy_bass hittp://$iwt upstream; NI default_group app-backend2:8080
}
location /auth { - INDOT I ABFIC$jwt_upstream(CT O+

auth_jwt "Products API";
auth_jwt_key_file conf.d/jwt/api_secret.jwk;
access_log /var/log/nginx/access_jwt.log jwt;

limit_req zone=1rpm_per_client;
proxy_pass http://$jwt_upstream;

}
} - JauthAD 7 ABF(C$jwt_upstream(c IO+
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curl -s localhost/auth -H "Authorization: Bearer " cat ~/f5j-nginx-plus-lab2-conf/jwt/nginx3.jwt " | jq .request.headers

[
[

"Host",
"slow_group"
1
[

"Connection",

"close"

1

[
"User-Agent",
“curl/7.68.0"

Ik
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[
"Accept",

n*/*n
1
[

"Authorization",

"Bearer
eyJ0eXAiOiJKV1QiLCIhbGciOiJIUZI 1NiIsImtpZCI6IjAWMDEIfQ.eylpc3MiOiJNeSBIRFAILCIhdWQIOI]
hY2NvdW50Iiwic3ViljoibmdpbngtcGx1cyIsInNjb3BIIjoicHIvZmIsZSBIbWFpbCBncm91cDIiLCIIbWF
pbF92ZXIpZmlIZCI6ZmFsc2UsIm5hbWUiOiJuZ2lueDMgdXNIciIsInByZWZIcnJIZF91c2VybmFtZSI61
m5naW54My11c2VyliwiZ212ZW5fbmFtZSI6Im5naW54MyIsImZhbWIiseVOuYW1ITjoidXNIciIsImVtY
WisIjoibmdpbngzQGV4YW1wbGUuY29tIn0.CGa2fDIFiTIwINggW6IdCENu_ReOgkPTaww-glCHckM"

]
]

PO RET
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curl -s localhost/auth -H "Authorization: Bearer " cat ~/f5j-nginx-plus-lab2-conf/jwt/nginx1.jwt "

<html>
<head><title>503 Service Temporarily Unavailable</title></head>
<body>
<center><h1>503 Service Temporarily Unavailable</hl1></center>
<hr><center>nginx/1.21.6</center>
</body>
</html>

POCRIEER
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$jwt_claim_scope =profile email group2
$jwt_claim_sub =nginx-plus
$jwt_upstream =slow_group

LARYZAI—R200. $jwt_claim_scope [C group2 NSFSFN TSR, $jwt_upstreambislow_groupti?d
127.0.0.1 - - [27/Sep/2022:09:38:00 +0900] "GET /auth HTTP/1.1" 200 948 "-" "curl/7.68.0" profile email
group2 nginx3 user nginx3@example.com slow_group

2BIBD7 It A

$jwt_claim_scope =profile email

$jwt_claim_sub =nginx-plus

$jwt_upstream =default_group

LAR>AO—R503, $jwt_claim_scope [C group2 h"SFNTLRWED. $jwt_upstreamb’default_groupéid

127.0.0.1 - - [27/Sep/2022:09:38:07 +0900] "GET /auth HTTP/1.1" 503 197 "-" "curl/7.68.0" profile email
nginx1 user nginxl@example.com default_group

1BIHE2BIHOT7ITREE(C. $jwt_claim_subhnginx-plus&/2>TL\B

COfENRate LimitDKeyLR>TUL\BIesh. S E2EID@ET2EIH 77t X' Rate Limit CIEBFINTVLET
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2022/09/27 09:38:07 [error] 1845#1845: *17 limiting requests, excess: 0.886 by zone "1rpm_per_client",
client: 127.0.0.1, server: , request: "GET /auth HTTP/1.1", host: "localhost"

2BIBD 79t AN 1 rpm_per_clientTRequest LimitDi%E(CZH USRI —ERofccefhns

limit_req_zone $jwt_claim_sub zone=1rpm_per_client:1m rate=1r/m;
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% NGINX OSSTH—EBFIFRARIgEICH'SE= ;ﬁ%r‘ =)

OIDC

OIDC (OpenID Connect) (. OAuth 2.070M IV EERZEUERESETONLTHD, I-—T—-DF717>T171%
GENDI DT IVNCHESR T DI DIRE TR

OIDCZFIFETBCET. BRZY-—EAMTI-—Y-NE—00J 1 IEHRz2ERTESESSO (I8 2AY) %=
EKIRITBENTES

Service

ID,PWzHEEZL. BIRER (FNIXIEGZEF
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A=T N =ADTATITATARTICIEIR (IAM) YIRITIFZTHD, SSO (T INHA>AY) DAPIVITEADER
s - S0 HlEHZ IR AL TULVB
Open ID Connectt®OAuth2.0. SAMLREDTO MU IGL TLVD

(9AKEYC|

Sign in to your account
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O KeycloakT1—Y—%Z{ER%

O NGINX PlusCNISES1-)LDA AN
O OIDCIcHWEL R B5EkZKeycloakh 5HUS
O EREHESR

0 SSOMDEN{FHEER
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http://10.1.1.5:8081/(C7H A % 2HE

L «evcLoAK

e to Keycloak

J—Y—1ERk(d7-

(’o?nec’r Beyond
—

074> BE(CCTUATOBEHRTOT M > %Xl
Username : admin
Password : admin

<9IAKEYC|

Sign in to your account

FAMNMCIED CERUE T

VaI|d Redlrect URIs(Zhttp: //10 1.1.11:80/ codexch
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upstream my_backend { . L
zone my_backend 64k: -BRIX I Z 18 TE
server backend1:81;

~EE~

server {
include conf.d/openid_connect.server_conf;

~ %~

location / {
proxy_hide_header "Content-Type";
add_header 'Content-Type' 'text/html’;

# This site is protected with OpenID Connect
auth_jwt "" token=$session_jwt;
error_page 401 = @do_oidc_flow;

auth_jwt_key_file $oidc_jwt_keyfile;
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-OIDCICE LR D EPathz 8 ELITRID
e IE J71 )2 S5t dnAdy

-OIDCOIO—(AEDTIELKIWT TokenzHY
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OpenlD Connect %1€ J71 )L DB :E %

nginx/ nginx.conf
+ nginx-plus-module-njs - > A b—JLL. nginx.conf —— Include/ Import

O G i R 1 8 L > HERE. RS
+ http blockTconf.d&c I D*.conf 7<)l Zinclude AE - ax B (V0T

DU OIDC URL - ke
conf.d/ . frontend.conf v 7+ openid_connect.server_conf
: |+ OIDC Connect®Relying PartyUTHIERICRE T3 « OIDC Connect®Relying Party& L THEBIERRI H—)T
H—F 2ADZE ] OEE TR0 EERD, OIDCDCode Exchanger?
« HMEBCART AU -EADSEET 1K £, BBURLLEETER RIS,

"conf.d/openid_connect.sewer_conf””&include,-""_ : e AUBRZE(CGU T, js_content directive®FULNT,
R openid_connect.jsTEREUCEEERLS

openid_connect_configuration.conf openid_connect.js
« 0OIDC Connect®Relying Party& U THHEBICEERI H—/( « OIDC Connect®Relying Party&L THREBIGERRI H—)(
GEEITIRONZELLD ) (SA—IDEEE- B2 SHEETICDIOHEERD. FRAHEEEREEN]S(CL o6
«  RTEJFPAILEET. js_import directivez BT BENNEE TR
“conf.d/openid_connect.js"&A>iH— B
CONFIDENTIAC
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sed -i -e 's/my-client-id/nginx-plus/g' ~/nginx-openid-connect/openid_connect_configuration.conf
sed -i -e 's/my-client-secret/<Client Secret>/g' ~/nginx-openid-connect/openid_connect_configuration.conf

<Client Secret>&B>ZHIFRU T, Keycloakh51E —UEEZBED{T(D

) 323f3705-7065-4f6d-8211-93f5feec5cce

]

Nginx-plus =

Settings Credentials Keys Roles Client Scopes @ Mappers @ Scope @ Rev

Offline Access @ Clustering Installation @

Client Clientldand ¢

Authenticator ©

Secret 323f3705-7065-46d-8211-093f5 | | Regenerate Secret

Registration access | | Regenerate registration access token

token @
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KeycloakT{ERkUzUsername,PWTOJ 1>

Username: nginx-user

Password:test AE&NfzUsername,PasswordzKeycloak(C|EERIRHUEz

anfzizsbbackend1 DI T VHRIREIRKERIREND |

(9IKEYCI

A Notsecure 10.1.1.7

| "request uri": "/","server addr":"10.1.1.8","server port":"81"}
Sign in to your account
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LLITF(ECOWTTHEITLELU,

® NGINX Plus (CDU\T
® MTLSEERAEER:ET
o BaS|c.mu

o OIDC(LO% 11 il ]
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NGINXDIERFESLTVET | (vectteyond

NGINXH'EZ260hD | JOVEFH !

https://cn.teldevice.co.jp/blog/search/?q=NGINX

NGINX PlusT 1071335 B iili{t
NGINX PlusTEREDBRHERFRTEET !

NGINX% i 5 %5 |

F5 NGINX - YouTube

Copyright © Tokyo Electron Device LTD. All Rights Reserved. 69 REmITLoO-FOY TR




