F5 XC O ‘
757 RDNSYY1—-33>D BT

(anect Beyond
-

RRILIHOY 5 ARAS4

XAREBRCBEIN TV SR - RE - Y-EX& - 0T EZ& L OEIEL I EEREIETY,
¥, BE-OIN—7 - 20MOEEY)ICRET 2B FIEIENENDOIEF 2B I 3/ (IRELETD . Copyright © Tokyo Electron Device LTD. All Rights Reserved.



E Elﬁg ﬂ ( onnect Beyond

HFRILZ bAy 14 XkXEtt
Z7A% Y b E—RHTER
WH (EiE

\ ZRA74—0
\\ ﬁlﬁ :
> L7y NI IR BDYIR— IS ZFELTRST I
r@EzE IO

MERIVE-IVAISSZF7ELT, F5 RmziEy

Copyright © Tokyo Electron Device LTD. All Rights Reserved. 2




FS5&micBRa93HID#HM

IRlSZIR

® 1999%F (A—-N—BFZEADTESZFHS5D—RAEE)

o FSEIMIRSSEAOE:ERNO. 10— R E F5 :
o BISYRICETEPOC, \YXAY N —ZVY . IBEXZIEY—EA. BAE EIRNARGSEE |
ANVITT R DR | \ego oot
> F5 BIG-IP \ OB
> F5 NGINX . No.1
> F5 Distributed Cloud Services ||]E ’Z\'b\ \ F5
o (RSB 1 -Y—CHTZFEEMIMMEY —E R N o |
: 51TV H{E{&El
o =EHIWebYh— M1 MR (RRFAQ. BERFIAYME) 4* /
o FSERDEEEREPUShETA—)VEIE -
(Hfe8s . BIMNDEARFRE SRV BUEEIR, V) - 1EHE) ® F5 &iEISEN
® 401 Security Solution Expert x 2
® 402 Cloud Solution Expert x 3
® 301b LTM Specialist x 8
® 302 DNS Specialist x 6
. ® 303 ASM Specialist x 3
~ ® 304 APM Specialist x 4
® NGINX Management x 1
o

; 4% 23 | NGINX Configure: Knowledge x 1
Copyrlght © Tokyo EIectron DeV|ce LTD. All Rights Reserved 3



AER DN (@nect Beyond

e DNS zZHWDECIRIELEREE
® F5 Distributed Cloud Services (F5 XC) DN

® F5 XC DNS ¥—EX [cDW\T
® Platform [cDWT
® User Interface (UI) [cDWT
® Security [cDWT

® 1-AJ—ADZHEN

o FtWH

Copyright © Tokyo Electron Device LTD. All Rights Reserved. 4




(opectterrd  DNS ZHIDSCIRIRE R



—— o GEEKD

IMMEDIE TE
DOWNTIME
DNS | —— [ oo o2
I

T R N r 4 jmy w -

It's always DNS

[ B]{5 : Chat GPTs]



DNS (: B W'5 %%EE (’o-jnecf Beyond

Maintenance

Performance Security

=

Copyright © Tokyo Electron Device LTD. All Rights Reserved. 7




JHONSDNS

NIVFAJH—D DDoS E(CXT I D+ 1T K]

400
350
300
. Volumetric
250
200 - Protocol
150 . Application
100
50
0
@c,\ &\00 &\00 g\@ K & &\Oo &@ ™ Q\«\ B N ,i}o“\ &\oo '000 S ~N (;o\ é//\\
6\@@0,@\0\@@@0\@0@@0&@0\\
Y & QO & & & & &K K K & O R
¥ @ P E YL e A & F & ¢ S
N O E R SV et & L
> K NI & LS
2
SIS S ¥
N A &

2021 £EICH(}D DDoS WEDIEFERIDIEAEZRI IS

Copyright © Tokyo Electron Device LTD. All Rights Reserved.

(’o?necf Beyond
-

https://www.f5.coﬁ\/ labs/articles/threat-intelligence/2022-application-protection-report-ddos-attack-trends



F5 XC TDNSDREZAFR (omnect Beyond

Maintenance

©

Performance Security

@ A"

®

Distributed
Cloud Services

Copyright © Tokyo Electron Device LTD. All Rights Reserved. 9




(ereatend 2 Distributed Cloud Services
- DN



F5 XC o)ﬁm (’o-jnecf Beyond
HE5WBRRIBICTIVT—>3>D7 701 el HE

Customer
Edge (CE)

Regional
Edge (RE)

End Users | Clients Admin | SecOps | 2
| Consumers | NetOps | DevOps

Constituents

& P

——  [Psec/SSL VPN

............ > 7ju\ WAF@&\
DELE

6]
Sie 1 Sie N _ F5 XC Services® 1>V =)L IARTD
BEIEYA( NS

Copyright © Tokyo Electron Device LTD. All Rights Reserved. 11



F5XC &l (@nect Beyond

NIFIA -39 R%w ks NF—RK8s
-8t (MCN) 7 Ur—33>H—-EZ

SaaSEttF 171 —-EX
WAAP

F5 XC Platform

Mﬂﬂ : I

KTUwHH59R TSAN—=MISOUR/FT=5E5— TSOFAT1R

BRABY—EAT7IVT—>3> DREZEERF

Copyright © Tokyo Electron Device LTD. All Rights Reserved. 12




(arestend  F5XC DNS H—ER [E2WT



F5XC DNS 0)4%% (’o-jnecf Beyond

7/ \N

- DNS o HHFRQ DNS H—/{—(CLZ5IBIDNS
W~ o T5AV/THHImSITH IS
Platform
o ERIMEIEN
o HEETIBER>IIUDJ (L&D BRI

o $HAIAHBLD DDOS XI5k

Security

Copyright © Tokyo Electron Device LTD. All Rights Reserved. 14




#5R5D DNS H#—/\—Ic k358 DNS (Secttorn
DNS Query DLig& R EY

fons)

*—m Platform

o) 11

X XIS TTHT TR Osaka DNS

o) 1
o 1
o 111

Tokyo DNS

XX XX XXX X

web CNAE www

F5 Global Network

Copyright © Tokyo Electron Device LTD. All Rights Reserved. 15



#FRPD DNS ¥—/N—IC kS5 5 DNS (@poctoron
BEINWRIIANA—-N\-TolBIEZH#ES

(ONS)

*—m Platform

o 1

xS cgnzgz  Osaka DNS

o 1
o (N
o 1

........... Tokyo DNS

XXX XXX X
CNAE www

web

F5 Global Network

Copyright © Tokyo Electron Device LTD. All Rights Reserved. 16



IS4/ Lh YOS CHHG (@octsorond

Primary DNS Secondary DNS
{ONS-)
FSXCDNS ETLJ- W@E%E ) i FIAS® Primary DNS TLI— REIE
Bind Y —>#riX L0 ROA>7h— hNEETEE Primary DNS Hh'5Y —>#riX(DNS NotifyXd/its)
La-ReyMkDT )L~ LA wIRE WETET KU Transfer DEEET 3L Platform

Pfcﬁ ~®@

Secondary
DNS
| |
Il Primary DNS
o I Zone
S\ 8-\; h X transfer

Primary DNS §:C§§ §§):§ DNS
u \_ w zone

Data Center

Copyright © Tokyo Electron Device LTD. All Rights Reserved. 17




BRI R IRIEIE

ﬁfs Management \

o5 Overview

Performance

DNMN5 Load Balancers

I\ Notifications

'\Audit Logs

/

y
47 Manage
Delegated Domain
Management y
DMNS Zone Management
DM3 Load Balancer .
Management
y [

(’o?necf Beyond
-

Domain Name Type DNS Records
ot DNS Zone
* Domain Name &
Metadata ‘ narai.xc.dev.tedlab.net X
DNS Zone Configuration
Labels ()
xc.dev.tedld '
Add Label
Description ()
®o.narai.dey '
net

Copyright © Tokyo Electron Device LTD. All Rights Reserved.

DNS Zone Configuration

* Zone Type ©

" Primary DNS Configuration

*Primary DNS Configuration ©

) Configured Edit Configuration »

< Reset Configuration

18



HetFIRPIIVOYICLSFRIE

Dashboard Requests

Dashboard

Traffic Distribution !

2-8 9-15 Mi16-22 W 23-27

Total Queries ©

B Total Queries: 50

@

2
cIfl,lllll

Jan 23 Jan 24

Response Type (by RCUDE)

NOERROR (@ NXDOMAIN

I

Jan 23 Jan 24 6:00 AM

12:00 PM

DNS Query Rate (
A @ s B

4

Jan 23

(© Last 24 hours ~

Top Requests &

ameatpalin 46
_dmarc.ameetpalin 2
“ameetpalin 1
www.ameetpalin 1

 Refresh: Updated 14 min ago

(;Rnecf Beyond
-

Copyright © Tokyo Electron Device LTD. All Rights Reserved.

Dashboard Requests

Request Log

S Add Filter

@ NOERROR SERVFAIL NXDOMAIN REFUSED FORMERR (@ NOTAUTH

23 Jan 16:20 - 24 Jan 16:20

Jan 23 9:00 PM Jan 24
Time RR Type
24 Jan 15:48:06 A

JSON

1~

2 timestamp": "2024-01-24T06:48:062",
3 '"country_code": "DE",

4 "domain”: "ameetpal.in",

5 "query_type":"A",

6  'response_code": "NOERROR",

7 client_subnet":"2001:4ca0:108:42::21:d",
8  "dns_zone_name": "ameetpal.in"

9 1

24 Jan 14:17:12 MX
24 Jan 141712 A
24 Jan 13:22:09 A

3:00 AM

Requested Record

ameetpal.in

ameetpal.in

ameetpal.in

ameetpal.in

6:00 AM

Return Code

NOERROR

NOERROR

NOERROR

NOERROR

(5 Last 24 hours ~

9:00 AM 12:00 PM

£’ Refresh: Updated 7 min ago

~~ Hide Chart ~ Hide Filter

3:00 PM

‘ li Download CSV (50) ] &

Client

2001:4ca0:108:42::21:d

143.215172.85

143.215.172 85

54.218126.50

Geolocation

DE

us

us

us

19



$8#AHELD DDoS 13K (@octsorond

Query @
| | | ‘ Response Security

Client

DAV SYURERT—-IIICLHUEEH DR L
DNS [CXIDRMEZFH R, 5Zifk

Copyright © Tokyo Electron Device LTD. All Rights Reserved. 20




( onnect Beyond 7] == Zb‘ - Z

Copyright © Tokyo Electron Device LTD. All Rights Reserved.



Hidden Primary 185%

® 738X DNS OX)y Mg KFREMNU T, 1E
® F5XC %Z Secondary DNS EUTEA
F5XC @ Secondary DNS HY—/\—-0D#H 2 G4

o
® Primary DNS (FZDFFERDT. EAFIEOEENFE
® Primary DNS (I5RBZFOIEAST T AN AIRE

FEICBITTESSALFIVT(BHEIRTED

Copyright © Tokyo Electron Device LTD. All Rights Reserved.

ro(c%(%

(’o?necf Beyond
-

I J0-\O&E7ZE/)\BRICHIZS

dary
\F

|
F@ Hidden Pri

mary

Zone

o
B

transfer
DNS
zone

Data Center

22



(@nec
tBeyo
nd
3
&
o




FEH (’o-jnecf Beyond

1275BB2ERHETERDFEER

AEDNSTEVWNIA-NVALATAE

#HAIAHDDDOST U+ 1UF 135

24

Copyright © Tokyo Electron Device LTD. All Rights Reserved. 24




p

(omectBeyond  HBOHESTENFEUTE

3

RRILIHOY 5 ARAS4



(@nect Beyond FE& &

RRILIHOY 5 ARAS4

XAREBRCBEIN TV SR - RE - Y-EX& - 0T EZ& L OEIEL I EEREIETY,
¥, BE-OIN—7 - 20MOEEY)ICRET 2B FIEIENENDOIEF 2B I 3/ (IRELETD . Copyright © Tokyo Electron Device LTD. All Rights Reserved.



J59 RY—ERICH ) B5RRE ((onnect Beyond
® JRENHIBIR N
o« NS4V IFRAEPLHEISGREICEOTIAMZE(E

° %—iﬁ\ ?_gﬁii_z
« HVERBEEEDNAT I

« M= IARX DT RIDEELL...

Copyright © Tokyo Electron Device LTD. All Rights Reserved. 27




E—d)ﬂﬁ%ﬁfﬂ (’o-jnecf Beyond

£/ \N

\\ ./

BEERE
XOTVEPHIEIC Platform Ul Security
RUTSEREEHDFEEA

Base package Option
250 DNS YV —> BhY -8

Copyright © Tokyo Electron Device LTD. All Rights Reserved. 28



Base Package (‘onnect Beyond

'11
D250 RJ0%>
(HTTP LB)HEHE

©)
DNSH—/(—#&8E

XC Portal

@
Web 2= IR

HehE

_ app
= I app

AT H—)N—

I
\

XC WAAP

..2;’

AAP
(RIEHCEYWAF)BERE
3 3 \

6

SHZEETR,
(FO7 o7« TEtH)

DDoSHIZA#AE XC Synthetic Monitoring

DNS HUNDH#eESFI AT EE

Copyright © Tokyo Electron Device LTD. All Rights Reserved. 29




RRILZMNOTINAAF5 XCH—EAAZ1— (‘onnect Beyond

BZ&REYR—b B BA=1—
BRI TRV AR, BABETOALT o RS
SR NOVTEET, e AR IR B0

-

XIVR, A=D—H /LI NEREBEYR— bD

ERRILIMNITINAAIC
CIEFg<TEE L




FEH (’o-jnecf Beyond

1275BB2ERHETERDFEER

DEIDNSTHEWNIA—-Y VAT AT

#HAIAHDDDOST U+ 1UF 135

31

Copyright © Tokyo Electron Device LTD. All Rights Reserved. 31




p

(omectBeyord  TIHEEESB DM ESENFEULE

3

RRILIHOY 5 ARAS4



	スライド 1: F5 XC の クラウドDNSソリューションのご紹介
	スライド 2: 自己紹介
	スライド 3: F5製品に関する取り組み
	スライド 4: 本資料の流れ
	スライド 5: DNS を取り巻く環境と課題
	スライド 6: It's always DNS
	スライド 7: DNS における課題
	スライド 8: 狙われるDNS
	スライド 9: F5 XC でDNSの課題を解決
	スライド 10: F5 Distributed Cloud Services のご紹介
	スライド 11: F5 XC の特徴
	スライド 12: F5XC とは
	スライド 13: F5XC DNS サービス について
	スライド 14: F5XC DNS の特長
	スライド 15: 世界中の DNS サーバーによる分散 DNS
	スライド 16: 世界中の DNS サーバーによる分散 DNS
	スライド 17: プライマリ/セカンダリの両方に対応
	スライド 18: 直感的な操作性
	スライド 19: 統計情報やクエリログによる可視化
	スライド 20: 組み込み型の DDoS 対策
	スライド 21: ユースケース
	スライド 22: Hidden Primary 構成
	スライド 23: まとめ
	スライド 24: まとめ
	スライド 25: ありがとうございました
	スライド 26: まとめ
	スライド 27: クラウドサービスにおける課題
	スライド 28: 単一の料金設定
	スライド 29: Base Package
	スライド 30: 東京エレクトロンデバイス F5 XC サービスメニュー
	スライド 31: まとめ
	スライド 32: ご清聴ありがとうございました

