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Monitor

Dossier™

Threat Research Portal

Dossier™ is a threat research tool that provides contextual information from multiple sources simultaneously. /
Dossier empowers you to make accurate security decisions more quickly and with greater confidence.
Programmatic (API) access is provided to enrich your SIEM or security tools.

Insight Threat feeds with the most activity in your environment

Threat Feed with greatest activity in your environment blacklist
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Top Malicious Host in your environment
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Latest Reports from Infoblox Threat Research

May 2, 202!

g TT erns S
There are so many RDGA domains created every day that it is impossible for human researchers to find and assess them all. Through the lens of DNS, we are able to leverage automated detection and correlate these investment scam
domains at scale. Threat actors like Reckless and Ruthless Rabbits will be relentless in their attempts to trick as many users as possible. Because these types of scams have proven to be highly profitable for them, they will continue to

grow rapidly—both in number and sophistication.
\ | | f DoH and DNS MX Abuse March 28, 202!
The article discusses a sophisticated phishing-as-a-service (Phaa$) platform called Morphing Meerkat, which uses DNS mail exchange (MX) records to dynamically serve fake login pages tailored to victims' email service providers. This

Guidance platform exploits open redirects on adtech infrastructure and compromised domains to distribute phishing kits that spoof over 100 brands. The phishing campaigns are global, target users in multiple languages, and use advanced
evasion techniques to bypass security systems. The stolen credentials are distributed through various methods, including email and chat messaging services like Telegram. The article emphasizes the importance of robust DNS security

to protect against such advanced phishing attacks.
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