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Announcing Public Preview of Zero Trust
DNS

AditiPatange " [MICROSOFT
Apr 24, 2025

Deployment instructions for testing Public Preview of Zero Trust
DNS (ZTDNS) on Windows 11 Insider builds.

In today's evolving cybersecurity landscape, traditional perimeter defenses are no longer
sufficient . As organizations embrace the Zero Trust security model, ensuring that devices only
communicate with trusted network destinations becomes paramount. We are excited to
announce the public preview of Zero Trust DNS (ZTDNS), a new feature in Windows 11 Insider
builds designed to enforce domain-name-based network access controls, enhancing your

organization's security posture.

ZTDNS empowers enterprise IT administrators to natively apply outbound domain-name-based
network access controls on Windows 11 endpoints. This helps prevent access to untrusted
destinations, reducing the risk of a slew of network attacks from malware communication to

data exfiltration.

What is Zero Trust DNS?

ZTDNS integrates the Windows DNS client with trusted Protective DNS (PDNS) servers to
control outbound IP traffic based on domain names. When ZTDNS is configured on a Windows
11 device to use PDNS servers that support DNS over HTTPS (DoH) or DNS over TLS (DoT),
ZTDNS ensures that:

Z% : Microsoft Networking Blog [ Announcing Public Preview of
Zero Trust DNS | Apr 24, 2025
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