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CISA. FBI. VPNO'SSASE/SSEADIEIT% #HE1E

KECISAH, LI EHERBTL S —VPNHISSASE/SSEAD
America’s Cyber Defense Agency search BITRMREIDHAT R THE.

NATIONAL COORDINATOR FOR CRITICAL INFRASTRUCTURE SECURITY AND RESILIENCE

EHILER (FBI)

_ _ —1—-3—5> REHBERES (GCSB)

Topics v Spotlight Resources & Tools v News & Events v Careers v About v :1_ )_5\/ R@:I \/ toj_ —95%%5@},—59:—,& (CERT_NZ)
Home / Resources&Tools / Resources jjj_g“ﬁ/r} (—tq:j_ IJ j__/r t\/g_ (CCCS)

Modern Approaches to Network Access Security e

Publish Date: June 18,2024 :nit\\ (j: I/jj‘ :/_VPN%ﬁEEt\\O)Z:IETO
TRENEELTE. HETTERFEMASH
F&CU

RELATED TOPICS: SECURING NETWORKS, CYBERSECURITY BEST PRACTICES, ORGANIZATIONS AND CYBER SAFETY

CISA, in collaboration with the following organizations, co-authored this joint guidance:

[ ] r:ederzatE;urzau:\‘Investigati;)n(FES\) S B o L/b\b\ :O)J:ﬁfd:jj/rg‘\/xb\‘%%én
B New Zealand’s Government Communications Security Bureau H J— J—
c2ET. SRIES Y AD T I7OARIEY

® New Zealand’s Computer Emergency Response Team (CERT-NZ); and

¥ The Canadian Centre for Cyber Security (CCCS). //_ t; '\?& / %X Lj-t:lz%%(: \ I/jj‘ :/ VPNb\‘
The guidance urges business owners of all sizes to move toward more robust security solutions—such as Zero Trust, }E (‘:_Td: j 7::173_6_\(: (j:\ rﬂfégéj Td:g /7 i ‘El B&

; . » ] - - = o
Secure Service Edge (SSE), and Secure Access Service Edge (SASE)—that provide greater visibility of network activity. % L/ t L \ 7?: J t Td: D . CI SO%G)EH EH EE{ED\

Additionally, this guidance helps organizations to better understand the vulnerabilities, threats, and practices

L A
associated with traditional remote access and VPN deployment, as well as the inherent business risk posed to an Fmﬁ 1 ) 1 l 5 A I HE"‘ED\1E|] 'ﬁé (/ \ af g °

organization’s network by remote access misconfiguration.

H B:https://www.cisa.gov/resources—tools/resources/modern—approaches—network—access—security
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