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Agenda

« RSA Conference Viewing

« Sessions
 Innovation Sandbox

« Expo
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Agenda

« RSA Conference Viewing
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What is the RSA Conference?
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RSAConference?2024 The scenery of this year

THE ART OF

The 2024 theme - “The Art of Possible” e
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Passes & Rates

@ show Details Full Conference Expo Plus Expo On Demand

EARLY BIRD | (OCT 24 - JAN 12)

DISCOUNT | (JAN13 - APR5)

STANDARD | (APR 6 - MAY 3)

REGULAR

LOYALTYPLUS

GOVERNMENT

1DAY

STUDENT/FACULTY
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RSA
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The scenery of this year

If it’s connected, you're protected.

Peek into the RSA Conference SOC with Cisco XDR
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Free Wireless Available in
Select Conference Areas

Connect to SSID: RSACONFERENCE
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X Words
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RSAC
Innovation
Sandbox CONGRATULATIONS! L
vative Stactu 2=

2024 Most Innov
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ELIMINATE RISK from
IT to the Cloud to OT
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Agenda

« Sessions
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RSAConference?2024 Session Keyword Trends

CSuiteView HumanElement

Analytics&intelligence
CloudSecurity PolicyaGovernment

Gryptography
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EI|e Btg\'nsztem
Google
Al (_:beersecurlty
echnical

Research Lead
oogl
Deep |nd
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How Large Language Models Are Reshaping the Cybersecurity Landscape
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Discuss how Al is concretely reshaping cybersecurity
offensive and defensive capabilities today
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Current Al weaponization risks
assessment

3 B = o]

Malware Misinformation Proliferation?
Risk: 2000 ® Risk: @ @ Risk: 2000 ® Risk: @

LLM might write more GenAl can be abused to GenAl can be used to Unproven concerns that
convincing personalized create malicious documents create more believable GenAl can be used to
BEC phishing emails that escape traditional AVs, disinformation campaigns build nuclear, chemical,
using OSINT info no real world evidence yet biological weapons
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Selected sessions

The LLM blackmarket is already in full swing

Name

Price

Functionality

Malware

Phishing Email

Scam Site

w/wo
Voucher
Copy

Infrastructure

CodeGPT
MakerGPT
FraudGPT
WorkGPT
XXXGPT
WolfGPT
Evil-GPT
DarkBERT
DarkBARD
BadGPT
BLACKHATGPT
EscapeGPT
FreedomGPT
DarkGPT

10 Bytes*

10 Bytes*
$90/month
€100/month
$90/month
$150

$10
$90/month
$80/month
$120/month
$199/month
$64.98/month
$10/100 messages

$0.78/50 messages

000000000000

No
No
No
No
Yes
No
No
No
No
No
No
No
Yes
Yes

Jailbreak prompts
Jailbreak prompts

Jailbreak prompts
Uncensored LLM
Uncensored LLM

Censored LLM
Uncensored LLM

Uncensored LLM
Uncensored LLM

=

*Bytes is the forum token of hackforums.net: € indicates implicit mention. &) https://arxiv.ora/pdf/2401.03315v1.pdf

THE ART OF .
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How Large Language Models Are Reshaping the Cybersecurity Landscape ®
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Scaling content review
Detecting Multi-modal malware

LM capabilities
explored today  Securing codebases

Speeding up incident response

THE ART OF . '
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How Large Language Models Are Reshaping the Cybersecurity Landscape
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Perfectly understood the
image complex content

This document is likely a phishing attempt impersonating
Paypal and should not be trusted. Here are some reasons why:

PayPal
Thank You for Your Order!

Identified key discrepancy

e Suspicious phone number: 3 :
from real invoice

Order Confirmation

Crder Confirmation Number

Date of Purchase

Retrieval data will be key
here to get correct number

Order Amount

Product

Urgency or pressure tactics: The document urges you to
call within 24 hours to cancel the order, creating a sense
of urgency and pressuring you to act quickly.

f you have any questions or need assistance, please call Customer
Support at +1 (868) 278-4075

Customer Details

Name Luca bvernzs
s Call back requested: The document asks you to )
Correctly assessed risk and

consequence

Please call 5 on +1 (856) 278-4076 within 24 haurs of recenang this emad if you need

THE ART OF
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Metrics To Measure Al Impact On Cybersecurity Products

0 Complexity

Decision making e e Repeated tasks

Exceptions/False positives Teza Mukkavilli
g / d 0 CISO, ChargePoint

24 x 7 availability e O High Volume of data

Internationalization Support 07y © rrobability of human errors

(Multiple languages, etc.) L}

Gopi Ramamoorthy
Head of Security & GRC
Engineering, Symmetry

Systems

THE ART OF .
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Top 10 Security Products That Would Be Elevated or Eliminated by GenAl
SRR OO 5 -
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: Perplexity’s Response

Whicl' ... One significant aspect is the elimination
cybersecurity

rro.duit;v:' t:? of project management tasks in
. cybersecurity, with estimates suggesting
that 80% of these tasks could be eliminated

(A NnN—Fxa2aVFD70> 7 FPEBEEHD. 20304F
X TIC80%DANCE > TEIESNSA[EEEDH S, |

THE ART OF .

[Eﬁ] perplexity - =

Top 10 Security Products That Would Be Elevated or Eliminated by GenAl
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op 10 Security Products That Would Be Impacted By Al

Many products in
these categories
have higher chances

for being
by Al

Pentesting

Maturity

Some products in
these categories
have higher chances
for being eliminated
by Al

—
sl '.‘
Top 10 Security Products That Would Be Elevated or Eliminated by GenAl ©
B RRIL OO 7R 40
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Which Cybersecurity Products Will Be Eliminated By Al?

Options

(o Vendor reviews
SOAR and automatic workbook
User behavior analysis

Anomaly detection

Security awareness training

Email security including Business Email Compromise
SIEM

Compromised identity testing and risk controls
Manual pentesting

Endpoint protection

Probability for replacement or elimination

THE ART OF
POSSIBLE

Top 10 Security Products That Would Be Elevated or Eliminated by GenAl
SRR OO 5 -
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’
Nicholas Kakolowski
Senior Research Director,
IANS Research

Steve Martano
Partner, Cybersecurity
Practice, Artico Search

-.

State of the CISO 2024: Doing More With Less :' ®
HITACHI @ #ztatt BYUa—YavX B SRRTLOHOY TR
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Budgets are Tightening
Budget Growth Drops to a Third of Last Year's Overall Budget Change

Year-over-year change in the security budget

20% -

—_~
S
N
Q
(=]
c
©
N =
(3}
—
Q
(=]
©
-
-]
>
=
e
-
o
L
(]
>
o
>

2020-2021 2021-2022 2022-2023
Annual budget cycle (year)
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Selected sessions

RSAConference?2024

Infosec Spend Priorities
Staff and Compensation Claims the Largest Budget Share

Breakdown of the annual security budget

Staff and compensation

Discretionary

Training and development [P

Hardware

Project Off-premises software

On-premises software

Outsourcing

THE ART OF . '
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State of the CISO 2024: Doing More With Less
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Creating a Sense of Progression Is Critical

Feeling Valued and Supported Coincides With Higher Staff Retention

Staff satisfaction levels vs. job-change considerations (%)

Considering a job change in the near term

My management makes me feel =S 28%
valued and supported 4% IETH

Satisfied with career development
and upward mobility

THE ART OF .

POSSIBLE

State of the CISO 2024: Doing More With Less
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Ed Skoudis Heather Mahalik Terrence Williams Stephen Sims Johannes Ullrich

President, SANS DFIR Curriculum Lead, ~ SANS Certified Offensive Operations Dean of Research,
Technology Institute SANS Institute & Instructor/Security Curriculum Lead and SANS Technology
College Cellebrite Engineer Il, SANS Fellow, SANS Institute  Institute College

Institute and AWS

THE ART OF
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The Five Most Dangerous New Attack Techniques You Need to Know About
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1. HZifBaEDEF 1Y T 1 ~NDOEE

2. AIRKDERTATVT 14T 4

3. Sextortion

4. GenALEZEDERE

5. BELDFEH L L TOWERA|
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1. BffNEEDEF21) T4 NDEE

Device 1 | Device 2
Operating System CentOS 6.4 FreeBSD 11.4
File Dates December 2022 April 2024

Earliest Copyright 2002 1998
yes

2.6 (3.6. installed by
not used)

OpendDK 1.8.0

PHP
Postgres

THE ART OF
POSSIBLE ‘
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2. AISKXDEBRT7ATT 14T 4

IIN THE INTEIINET

\()

Dﬁl.cn ;ILF“?F

*831 912 028

WICK
JOMN

-
P
-

(A0 TA R I
MW YORE NY 100!

o 03/30/1988
v 03/23/2022
cm.'zozo

. \(WE
a“n “ r$

%Iﬁﬁ https://medium.com/@brilliantsocial/on-the-internet-nobody= k
Image: onlyfakes.com re-a-dog- a9
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3. Sextortion

FBI warns families of sextortion, a growing
threat targeting teen boys in Philadelphia

‘It made me feel like my life was ruined": Man
harassed by date he met online, says she

'sextorted' him

Sextortion training materials found on TikTok,
Instagram, Snapchat and YouTube, according to new
report

FBI: ‘Financial sextortion’ of teens is a

‘rapidly escalating threat.’ How

parents can protect their kids

Hawaii man pleads guilty to sextortion of 14- -
year-old girl from Missouri ’

THE ART OF
POSSIBLE
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4, FEZEIZEITEGenAlDERE

The Power of Collaboration
and Collective Action

20+ leading tech companies
Tech Accord committed to combating
deceptive Al use in 2024 elections

OMB Promoting Al collaboration
Memorandum and resource sharing
M-24-10 across government

State-Level Transparency, accountability,
Al Bills and fairness

Governments, tech companies,
and civil society

Collaboration

Image by DALL-E THE ART OF
POSSIBLE

HITACHI @ #ztatt BYUa—YavX L = W RV BVl
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5. BEODFEHL L TOWREMAI

“In the CrewAl framework, an agent is considered a member of a team,
each with specific skills and responsibilities. Agents can perform tasks
according to their roles, such as researchers, writers, or customer

support, each contributing to the overall goal of the team.”
SOURCE: https://github.com/joaomdmoura/crewAl

Threat Intelligence Analyst Detection Engineer

Input Input Input
Threat intel reports (POFs) MITRE ATTACK TTPs MITRE ATTECK TTPs

Activities

Activities
Activities
Oesign abilities to test TTPs

Analyze threat intel report Design TTP detections

Output

Output
Qutput Caldera abilities

List of MITRE ATTECK TTPs Detection rules

HITACHI @ #ztatt BYUa—YavX mﬁﬁll/QH]“/ F)1TR
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Agenda

* Innovation Sandbox
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RSACOI’HCG rence”2024 What is the Innovation Sandbox?

¢ HIDDENLAYER

PROTECT YOUR ADVANTAGE

Chris Sestito
Co- founder & CEO

'~I

« comnnmmm
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Predictions by Webinar Participants
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WINNER
2024 Most Innovative Startup

#1

“It's one of the most consequential problems we face,
especially in an election year. ...and it's a problem that we
need to solve.” -
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| v Centralized access policy
Co-founder & CEO ‘-

v Secretless workload auth

+ Borderless access

) ( q emb% David Goldschlag

+ No code auth
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MIGH I YID FEATURES Vv RESOURCES Vv ABOUT Vv CONTACT Vv

Protect Your
Access to Critical

Applications

Bad actors have their eyes on your IAM system. Learn how
MightyID keeps your business running in the event of a

breach.

BOOK A FREE DEMO =p
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g

RadiantSecurity Platform Solutions Company Resources Blog Learn

Al Analysts
for the SOC

Autonomously triage and investigate every security alert with the
quality of your best analyst, at any scale.
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DNX & Hitachi Solutions Security Event

Biggest Problem in CyberSecurity by 2030

85 Million $8.5 Trillion |
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The State of Venture Capital in Cybersecurity

Speaker:Dave DeWalt(NightDragon), Mark Hatfield(Ten Eleven Ventures), Yoav Leitersdorf(YL Ventures), Chenxi Wang(Rain Capital), Nadav Zafrir(Team 8)
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Gartner's Top Predictions for Cybersecurity 2023-2024

Speaker:Leigh McMullen Distinguished VP, Analyst & Gartner Fellow, Gartner
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How Large Language Models Are Reshaping the Cybersecurity Landscape

Speaker:Elie Bursztein Google & DeepMind Al Cybersecurity Technical And Research Lead, Google DeepMind
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State of the CISO 2024: Doing More With Less

Speaker:Nicholas Kakolowski Senior Research Director, IANS Research / Steve Martano Partner, Cybersecurity Practice, Artico Search
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Top 10 Security Products That Would Be Elevated or Eliminated by GenAl

Speaker:Teza Mukkavilli CISO, ChargePoint / Gopi Ramamoorthy Head of Security & GRC Engineering, Symmetry Systems
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The Five Most Dangerous New Attack Techniques You Need to Know About

Speaker:Ed Skoudis President/ Heather Mahalik DFIR Curriculum Lead/ Terrence Williams/ Stephen Sims Offensive Operations Curriculum Lead/ Johannes Ullrich Dean of Research, SANS
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CSA Al Summit at RSAC - Building Trust in Al: Proactive Safeguards for Responsible GenAl Adoption

speaker:Jim Reavis CEQ, Cloud Security Alliance and lllena Armstrong, President of CSA
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The Time is Now: Redefining Security in the Age of Al

Speaker:Jeetu Patel Executive Vice President and General Manager, Security and Collaboration, Cisco, Tom Gillis Senior Vice President and General Manager, Security , Cisco
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100X LOT7/0Y-tiRE,
o Client workload makes request to service

e Aembit Edge intercepts client reques
o Aembit Edge retrieves service account token

o Aembit Edge requests access credential on
behalf of client

° Aembit Cloud authenticates client using
attestation

o Aembit Cloud checks authorization policy &
conditional access requirements

o Aembit Cloud requests access credential from |
provider

o Client workload makes request to service

o Aembit Edge injects credential into client
request and forwards it

@ Aembit Edge send access event logto
Aembit Cloud
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$ 18.04M

$ 40.39M /Seed

David Goldschlag

Ballistic Ventures
(California), CrowdStrike,
Okta Ventures, Ten Eleven
Ventures

Works Seamlessly with Your Tech Stack

Aembit integrates with 100+ of your favorite technologies.
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https://aembit.io/
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